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Giris

Bu dokiimanda OPC UA destegi olan PLC’ler ile OPC UA haberlesmesi adimlari

anlatilacaktir.

OPC UA, makineler aras1 ve makineden IT sistemlerine veri aligverisini miimkiin kilan
bir endiistriyel haberlesme protokoliidiir. Bu uluslararasi standart, Endiistri 4.0 ile iyi bir
baglantiya sahiptir. Bu acik standardin tiim diinyadaki kullaniminin giderek arttigin1 géz
onilinde bulundurarak bunu, NX7, NX1 ve NJ5 Sysmac kontrolorlerimizde standart bir
ozellik olarak kullanima sunmaktayiz. Bu PLC’ler OPC UA fonksiyonuna sahiptir ve

makine ve IT sistemleri arasinda acik, dogrudan ve giivenli bir haberlesme saglar.

NXT NX1 NJ5

i.  NJ501 model CPU’larda OPC UA destegi olan modeller asagidaki gibidir:

CPU Units
Specifications
Product name VO capacity / maxi Program Memory capacity Number of Model
of(gonﬁgunhgn Units pacity for variables motion axes
P )
N
:’P?an OFC UA ) 64 NJ501-1500
20 M8 2 MB: Retained during power interruption 32 NJ501-1400
4 MB: Not retained during power interruption
16 NJ501-1300

. NX102-12XX/11XX/10XX/90XX model CPU’lar OPC UA haberlesmesini
destekler.
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iii.  NX7 model CPU’larda OPC UA destegi olan modeller asagidaki gibidir:

Uriin Max. number of synchronous axes Supports DB connection

(1 | NX701-1600 128 No <o

[ | NX701-1620 128 Yes <@

[ | NX701-1700 256 No <@

[ | NX701-1720 256 Yes <
Uygulama Adimlar1

1. Oncelikle Sysmac Studioda bir proje olusturulur. Olusturulan projede “OPC UA
Server Settings” meniisiine gelinir. Burada OPC Server enable edilir, use olarak

secilir.

Multiview Explorer

INX102 ¥

A4 Configurations and Setup
% EtherCAT ¥ Server Function Setting
» = CPU/Expansion Racks OPC UA Server @ Do not use O Use
< 1/0O Map
» 7 Controller Setup

v End Point Settings

End point  opc.tcp://[IPAddress]: 4840
» & Motion Control Setup Port No.
¢ Cam Data S6lings ¥ Execution Log Settings

» Event Settings
g Execution Llog O Donotrecord @ Record

) Task Settings Number of files B files
| Data Trace Settings Number of records 12000 REI G

. OPC UA Settings

2. Use yapilmasinin ardindan ayarlar PLC’ye gonderilir, 10 sn’lik power reset yapilir.
Tekrar agildiginda “Server Status” kismindan ayarlandigi(use se¢ildigi) goriiniir.
v = OPC UA Settings
Edit

» .. Host Connection Settings =
Server Certificate

9 9 Client Authentication

Issuer Authentication
Security Settings
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3. “Tools-Controller Clock” meniisiinden erisilerek PLC saati ile PC saati senkronize

edilmelidir.

Controller Clock.. H

 Time zone -

Computer Controller
(UTC+00:00) Dublin, Edinburgh, Lisbon, London [(GMT +00:00) Greenwich Mean Time (UTC)

Date and time
Computer Controller

22/02/2022 — 2210212022 |
>> Synchronize with computer > >
10:53:26 flosss |

4. OPC igin “Security Settings” kismina gecilir. Anonim baglanti engellemek igin
“Prohibit” secilir. Kullanuc adi ve sifre belirlenir. Policy olarak yalnizca

“SignAndAncrypt” segilerek bilgiler kontrolciiye yollanir.

B security Settings b3

User Authentication Settings
User name «

Change password

Anonymous login
@ Permit O Prohibit

 Security policy
|

Transfer to Controller Cancel

Sifre ve kullanicit adi i¢in iizn veriler deger ve degiskenler asagidaki tabloda

gosterilmigtir:

Item Valid character Range of characters
User name 0to 9, atoz Ato Z (case sensitive) 4 to 32 characters

Note: The following are reserved words and cannot be set (not
case sensitive).

+ Administrator
« Designer

* Maintainer

* Operator

» Observer

+ Anonymous
Password 0to 9, atoz Ato Z (case sensitive) 8 to 32 characters
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5. Buuygulamada OPC Client olarak “UaExpert” program kullanilmastir.

< C @ unified-automation.com/downloads/opc-ua-clients.html

Unified

@ Automation

Home | Solutions | Products | services | Downloads | Support | Partners |

'O pownloads OPC UA Clients — Downloads

Please note: You need to log in to download.
© Documentation
© OPC UA Clients
UaExpert
© OPC UA Development

© OPC UA Servers UaExpert is a full-featured OPC UA Client which is capable of several OPC UA Profiles and features.

© Webinars

O Login

UaExpert programini asagidaki baglantidan indirebilirsiniz. Kurulum esmasinda

organizasyon kismina Omron yazilabilir.

e https://www.unified-automation.com/downloads/opc-ua-clients.html

6. Kurulum sonrasinda UaExpert programina Server eklenir.

B unified Automation UaExpert - The OPC Unified Archit

File View Server Document Settings Help

D pp MRAERRIESE o X ©
<
-
Project . ST Data Access View

5 Connect
v [ Projec i # Server
ﬂ Sel Disconnect

v M Dc“% Properties..
ﬂ 2 Change User...
— ]

“Add” seceneginin artindan ¢ikan pencerede “Custom Discovery” meniisiine ¢ift

tiklanir.
Bl Add Server ? *
Ca Hame
PKI Store Default -

Discavery Advanced
Endpoint Filter: | Mo Filter

A, Local
» 9, serversOnNetwork
> & Local Network
» #® Global Discovery Server
» ® Reverse Discovery
w &% Custom Discovery

< Double click to Add Server... >
My oed

—

Authentication Settings
(@ Ancnymous

Usemname

Password

Certificate

Frivate Key

[ connect Automatically

oK Cancel
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7. PLC’de “Server Status Operation Information” boliimiinden end point kismi OPC

UA expert programi i¢in kopyalanir.

» 7} Data Trace Settings
v = OPC UA Settings
(55

: —— i s [1¢
» .. Host Connection Settings

¥ Programming Server Certificate

Client Authentication

Issuer Authentication
Security Settings

UA Expert programina yapistirilir.

B enter URL ?

[=]Server Status

¥ Operation Information

OPC UA Server Use

Server operating status Runnina

End point opc.tcp://192.168.250.1:4840
Number of connected clients U

Number of connected users 0

Update

Enter the URL of a computer with discovery service running:

| opc.tep://192.168.250.1:4840] |

v]

=

8. User name ve sifre girilir. Store” meniisiiniin tikli olmas1 gereklidir.

Bl Add Server

? by

Configuration Name _mpcmsemr@lgz.la&.zw.l
PKI Store Default

Discavery Advanced

Endpaint Filter: |No Filter

1, Local
» G, ServersOnNetwork
> % Local Network
- &% Global Discavery Server
+ &% Reverse Discovery
~ §# Custom Discovery
@ < Double click to Add Server.. >
v 0, opctepy//192.168,250.1:4840
v [} NxDpcUaServer@192.168.250.1 (opc.tep)
.4 Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)
(.4 Basic256 - Sign & Encrypt (uatcp-uasc-uabinary)
4 Basic2565ha256 - Sign & Encrypt (uatep-uasc-uabinary)
(2) Recently Used

Authentication Settings

Anonymaus

_ Username |
Password sesaseee
Certificate
Frivate Key

[ Conmect Automatically

s

Stare

Cancel
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9. Server’a baglanilir.

[l unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*
File View Server Document Settings Help

DZBBE * =02 x40 » iy
Project & X Data Access View
v B Project o # Server Node Id

v [ Servers

2 NxOpcUaServer@19
v [@ Documents

3 Data Access View
“% Properties...
2 Change User..
&  Remove
|
Address Space & x

10. Baglant1 sonrasinda “Bad Certificate” gibi bir hata alindigi goriiliir. Alt kisimda

bulunan “Trust Server Certifica” ve “Continue” segilir.

B Certificate Validation ? .4

the of server 168.250.1' d an error:

0‘ BadCertificateUntrusted
Certfficate Chain

[ Name Trust Status
© NxOpcUaServer®192.168.250.1 Untrusted

Error ok [BadCertificateUntrusted|

Common Name NxOpcUaServer@®192.168.250.1

Organization OMRON Corporation
OrganizationUnit

Locality

State Kyoto

Country P

DomainComponent  192.168.250.1
Issuer

Common Name NxOpcUaServer®192.168.250.1

Organization OMRON Corporation

QOrganizationUnit

Locality

State Kyoto

Country JP v
] Accept the server certificate temporarily for this session Cantinue Cancel
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11. PLC’de “Client Authentication” meniisiine gelinir. Update edilir. Certificate trusted

certificate kismina move edilir.

idity period ~ Organization Domain Name

+

¥ Certificate Revocation List

¥ Rejected Certificate

Common Name « Expiration of validity period  Organization Domain Name

Move to Trusted Certificate Show Detail

Update

Trusted Certificate kisminda Client goriindir.

Client Authentication n
¥ Trusted Certificate

Common Name « |Expiral'|on of validity periodl Organization |

12. Tekrardan Server’a baglanilir. Bu sefer PLC goriiniir.

]
- [
DeBBR #=°>x%28 8 x0
Project 8 X Data Access VW Root .
v [ Project . Server Nox +Objects
v [ Seners  DeviceSet
2 NxOpcllaServer@192.168250.1 + Configuration
~ [ Documents + Resources
A Data Access View SupportedTypes
+ NxControllerType
 Contol Controller name
r‘/-’ + Devi Controller state
Address Space =] / - Er Error state of the Controller
“r Mo Highlight & HMode et Mindie of the Controller
& Root i UnpublishedVariablesStatus +—— Status of unpublished variables
v £ Objects | —r Published variables
& DeviceSet = +Varl
~ & NX102 - VarZ} 4————————————1— Each Published variable
& DeviceStatus - Var3
O Globalvars __, + NumOfvars Number of pi variables
¢ (RO ? - NumOfValues s———————— Number of value atiributes
# NumDfvars of variables
& Server
> 3 Types
@ Views
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13. Test amagli global variables kisminda degiskenler tanimlanir. Burada 6nemli olan
kisim degiskenlerin network publish kismi1 “publish only” secilerek publish
edilmesidir.

Sicaklik ve Start adinda iki degisken tanimlanmis ve PLC’den sicaklik degiskenine

“50” start degiskenine ise “true” degeri gonderilmistir.

new_Controller_0 sicaklik 50
rew Conroter 0| s S | ¢ | Fas |

new_Controller_0

Device name | | Online value | Modify &

OPC de baglantinin “good” oldugu ve verilerin tagindigi izlenmistir.
it - NewProject*

2 ¥ Ch
Data Access View

# Server Node Id Display Name Value Datatype  urce Timestar rver Timestan Statuscode

I NxOpcUaServer@192.168.250.1  NS4|Stringlsicaklik sicaklik 50 Int16 07:13:43.558 07:13:43558 Good
NxOpcUaServer@192.168.250.1  NS4|String|start start true Boolean 07:13:45.118 07:13:45.118 Good
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