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[Omron Teknik Destek]

NJ/NX Kontrolciilerde Glivenlik Ayarlari

NJ/NX Glvenlik Secenekleri

Kullanic1 programint korumak ve yanlis islemlerin oniline gecebilmek i¢in Sysmac Studio

bir takim giivenlik fonksiyonlar1 yer almaktadir.

calinmaya karsi
korumak

Fonksiyon Uygulama Detay

Operation authority verification | Yanlis islemleri | Fonksiyon kullanicilara
onlemek gore yetkiler verir.

User program execution ID Kullamc Kullamic1  programini  ve
programini Kontrolclyu ID ile

eslestirerek baska CPU’da
calismasi engellenir.

Write Protection of the CPU | Yanlis Kontrolcuye yazma
Unit yuklemeleri koruma koyarak, icerisine
onlemek program atmak
engellenir.
Data Protection Programlan Programlara,
koruma  altina | Fonksiyonlara, Fonksiyon
almak Bloklarina, Cam

Profillerine sifre koyarak
calinmasin engeller.

Passwords for Project Files

Proje Dosyasinin
calinmasina
engel olmak

Proje dosyasi sifrelenerek
Sysmac Studio’da acilmasi
engellenir.

Operation Authority Verification

Bu guvenlik fonksiyonu yanlis islem yapmay1 engeller. Fonksiyon ile farkli kullanicilara
farkli gorevler atanabilir. Kullanicilar ve yetkinlikleri Sekil 1°de gosterilmistir.

“At work for a better life, a better world for all...”
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RUN mode

PROGRAM mode Supported

Online editing Supported

Data trace operations (starting, stopping, | Supported

forcing triggers, and uploading settings)

Releasing access rights Supported

Clearing all memory Supported

Resetting the Controller Supported

Resetting emrors (troubleshooting) Supported

Clearing event logs (error logs) Supported

Controller clock Supported

SD Memary Card cperations Supported

Updating CPU Unit names Supported

Setting user program execution IDs Supported

Setting write protection of the CPU Unit | Supported Supported

MC Test Run Supported Supported | VR
Restarting C.J-series EtherMet/IP Units | Supported Supported | Supported

Sekil 1: Kullanic1 Rolleri ve Yetkinlikleri

Operation authority verification Sekil 2’de gosterildigi gibi Controller-Security-
Setting of Operation Authority menusiinden gerceklestirilir.
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Sekil 2: Kullanicilar ve sifrelerini belirleme

“At work for a better life, a better world for all...”
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User Program Execution ID

Bu giivenlik fonksiyonu bilgi diginda program kaynagini ¢alistirmay1 engeller. Bu fonksiyon
CPU'nun igerisindeki kullanici programina ve knotrolciiye verilen ID'lerin ayni1 olmasina
bakar. Eper ID numaralar ayni degilse kullanici programi calistirilamaz. Bu yiizden
kullanic1 programi kopyalansa dahi bagka CPU ile ¢alismasini engeller.

Kullanict programina ID belirlemek i¢in offline iken Controller mendstnden Security - ID
for User Program Execution menusune girilir ve 1D belirlenir.

[-] User Program Execution ID [Program) E|
Enter a User Program Execubion ID to set to a program.

D e, E—
User Program Execution 1D (confirmation)

You can set the Usar Program Execution ID to the program only once.

Make a note of the ID for future reference. Also, badk up the project file whose 1D is unsst.

Take the following procedures to make the ID effective.
1.5¢et the =ame 1D to the Controller.
2.Transfer all programs that have the ID set from the computer to the Controller.

Sekil 3: Program i¢in ID Belirleme

Kontrolcuye ID belirlemek i¢in online ve Program Mode iken Controller meniisinden
Security - ID for User Program Execution menstine girilir ve ID belirlenir.

-] User Program Execution ID (Controller) g|
Enter a User Program Execution ID to s=t to a connected Controller.

User Program Execution 1D |

Cancal

Sekil 4:Kontrolci icin ID Belirleme

Senkronizasyon isleminden sonra Kullanict programi ile CPU eslestirilmis olur.

“At work for a better life, a better world for all...”
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Write Protection of the CPU Unit

Bu giivenlik fonksiyonu CPU'ya yazmayi engeller. Bu fonksiyonu baslangigta otomatik
aktif edilebilecegi gibi manuel olarakta aktif edilebilir.

Baslangigta aktif etmek i¢in Configurations and Setup - Controller Setup mendsinin
altindaki Operation Settings segilir.

Asagidaki resimde oldugu gibi Write Protection at startup segeneginde yer alan Use
secilir.

¥ Operation Settings
Startup mode ) RUN mode @ PROGRAM mode

¥ SD Memory Card Settings
Memory card diagnosis at startup O Do notcheck @ Check

¥ System Service Monitoring Settings

System service execution interval [ IR ms
System service execution time ratio | EEEEEEL] %
¥ Security Settings
Wirite protection at startup © Do not use et
Setting Change during RUN Mode

Sekil 5: Baslangigta yazma koruma aktif edilmesi

Kontrolciiye online iken Security —CPU Unit Write Protection menusinden de aktif
edilebilir.

Sysmac Studio

Uinit write probection is set.
nization disables changing controller data. )

Do you want to set the write protection? (Y/N)

Yes No

Sekil 6: CPU Yazma Koruma

“At work for a better life, a better world for all...”
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Yazma korumay1 kaldirmak i¢in ise online iken Security —CPU Unit Write Protection
mentisii kullanilir. Eger sifre atanmigsa kaldirmak ister misiniz diye sorar ve onay
verildiginde yazma koruma kaldirilir.

Sysmac Studio

The CPU Unit write protection is released.
{Synchironization enables changing controller data. )

Do you want to release the write probection? (Y/N)

Yes | Mo

Sekil 7: Yazma Korumanin iptal edilmesi

Data Protection

Bu giivenlik fonksiyonu Programlara, fonksiyonlara, fonksiyon bloklarina cam profillerine
sifre koymaya ve sifrelenen yerlerin kopyalanmasini, goriintiilenmesini ve degistirilmesini
engeller. Bunun i¢in sifre konulmak istenen programa sag tiklanir ve Security —Set/Release
Data Protection secenegine girilir ya da sifrelenmek istenen data segilir ve {ist meniiden
Security —Set/Release Data Protection secenegine girilir ve Use Data Protection aktif
edilir, data korumanin tipi belirlenir ve sifre girilir.

|| Use data protection
Choose the type of data protection
QO Copy/display/change prohibition
@ Display/change prohibition
@ Change prohibition

Enter the password for release/temporary release,
MNew password
Mew password (confirmation)

Cancel

Sekil 8:Verilerin Korunmasi

Data korumay1 kaldirmak icin ise Security —Temporary Release of Change Prohibition
meniisiinden sifre girilerek koruma kaldirilir.

“At work for a better life, a better world for all...”
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[-] Temporary Release of Data Protection - Program0

Temporarily releases the access restriction under protection.
Access restriction Display prohibition

Enter the passwond for temporary relsase

Password I

0K

Sekil 9: Data korumay1 kaldirmak

Passwords for Project Files

Sysmac Studio’da varolan projeleri goriintiilemek i¢in sifre konulabilir. Boylece Sysmac
Studio’dan projenin goriintiilenmesi igin sifre girilmelidir. Bunun igin Sysmac Studio Open
Project proje listesinden proje secilir ve Properties butonuna tiklanir. (Bknz:Sekil 10)

New Project

Author ozeufu

Created 1/6/2017 3:04:26 PM
Last Modified 1/6/2017 3:04:29 PM
Comment

Properties Compare Delete Open

Sekil 10: Projeye sifre belirleme

Acilan Project Properties sayfasindan sifre belirlenir ve aktif edilir.

“At work for a better life, a better world for all...”



